YOUR IPHONE &
NEEDS A FACIAL

A phone facial strips away the digital grime,
keeping your data free from harmful "bacteria"

v—the hackers, trackers, and unwanted intruders
" lurking around.

GESSO

NIACINAMIDE BALM
BAUME NIACINAMIDE

" BALANCE + NOURISH



If you're reading this, I assume you are holding an

iPhone in your hand. I will also assume that you’ve set
it up, akz it’s not fresh out of the box with "Hello"
and "Bonjour" flashing on the screen.

So let me ask you..
1. Do you remember how long ago you set it up?
1. What settings did you enable? Which did you skip?
2. Do you know what other permissions you’ve enabled
since its setup?

If you can’t remember, it’s okay. It’s not just you.
Almost everyone forgets or ignores this process. I sure
did!

The good thing is, it’s not your fault. This kind of
behaviour stems from a corporate strategy designed by
tech giants to make their devices appear “safe.” Let me

explain.

Apple iPhones are known for their privacy. Indeed, Apple
markets its brand as a privacy champion, prominently
featuring the slogan "Privacy. That's Apple" across its
website and advertisements?. However, researchers have
suggested that this is far from the truth?. Keeping your
data truly hidden from Apple is virtually impossible’.

Many people are aware that third-party apps can
compromise their privacy, and Apple's App Tracking

Transparency feature helps address this concern’. {
However, beneath Apple's seemingly strong skin barrier §
lies a hidden blemish: Apple's apps are still collecting@
your data’. So, while Apple positions itself as your

privacy defender against others, it conveniently omit
instructions for limiting the information it gathers £l
through factory default settings and pre-installed EZ;\

applications. %




. settings scattered throughout your iPhone, cleanse away

Safari, Siri, Phone, iMessage, FaceTime, Location
Services, Find My, Camera, and Touch ID.

Sound familiar?

These represent Apple's key apps that are "glued to the
platform," meaning they are vital components of Apple's
ecosystem and impossible to remove completely’. You can't
even delete iMessage, Camera, Safari, phone, or the App
Store. When you attempt to do so, the only option will
be "Remove from Home Screen."

So you may be wondering if you can't delete certain
apps, what can you do? Well, here's the bad news:
Apple's user interface is deliberately designed to be
confusing’. When most of us discover we can't delete an
app, we simply shrug and move on...this is exactly how
Apple gets away with harvesting your data!! They're
hoping you'll get frustrated and give up.

Even when you venture into the settings, you have to
sift through what seems like a thousand pages, menus
upon menus, and hundreds of cryptic labels.

Good news: this zine you are currently holding in your
hands is here to help! Just because Apple makes privacy
protection difficult doesn't mean it's impossible. If
you know where to look, you can control what data Apple
collects.

Just as you wouldn't go to bed without washing your
face, we can't let your phone sleep with all that
digital dirt accumulating in its virtual pores. This
zine will walk you through the process of giving your
iPhone a full "privacy facial." It will expose hidden

tracking mechanisms, extract unwanted permissions, and
help you establish a maintenance routine to keep your
digital life truly private.




~ Table of Comends :

QA Z o e D)

Passcodes & Passwods...6-7

Lock Sueen
ApplicatioNn. ... ..7

Loca tion Services... ..%8-9
Siri & Oickakion.... -+ 10
Biuctooth .. ... - 1-12

ic,loud.. A5 IR '5'“"
Achvﬂﬂu.....“\q

CoaCluSION:. . -

B References .




Quiz: |5 Your digital owg Sate?

 How exposed is your digital skin? Circle your answers: .

A. 0-5
B. 6-10
C. I have no idea (yikes!)

When was the last time you reviewed app permissions?
A. Last week
B. Last year
C. Never (double yikes!)

Is your phone passcode longer than 4 digits?
A. Yes

0 B. No

C. What passcode? (triple yikes!)

% Do you read privacy policies before clicking "Accept"?:
: A. Always

B. Sometimes
C. LOL, no one

| Mostly A: Your digital skin is
| glowing!

‘ Mostly B: Your pores need
| attention. You're doing okay, but a
| privacy review wouldn’t hurt.

. Mostly C: Your digital skin is
exposed! READ THIS ZINE
IMMEDIATELY!!




Just as a good facial starts with a clean base, your
phone's security begins with solid password protection.

‘ Lock Screen Passcodes
Many of us have lock screen passcodes, and we punch them e,
in a million times a day to stalk our exes on Instagram,

text our moms about dinner plans, or get directions from

Apple Maps to avoid getting lost...again.

You probably type 3578, 4568, 7777, 1234, 2278, or 4444 .

Did I just guess your passcode? If not, I bet 100 bucks

I'm getting close.

Let's be real, 4 digits are not enough. Within seconds
to minutes, anyone using modern decryption tools and

brute force attacks can crack your password. So, ditch
the basic code and upgrade today!

Instructions

Open Settings and search for "Face ID & Passcode."

2. Scroll down and tap Set Up Face ID. Position your face in the
camera frame and follow the on-screen instructions.

3. Make sure to enable Require Attention for Face ID—this adds’
an extra layer of security by ensuring you're actively looking at
your iPhone when unlocking it.

4. Go back to the Face ID & Passcode page, then scroll down to
Change Passcode and tap it.

5. Enter your old passcode, then tap Passcode Options.

6. From the list, choose Custom Alphanumeric Code or Custom
Numeric Code (AVOID the 4-Digit Numeric Code option).




Application Passwords

Too often, we fall into the trap of using simple
passcodes like our childhood pet’s name followed by an
exclamation mark or numbers.

S P S e R
or Charliel2 are memoizable but considered unsafe.

While these passwords might seem hard to guess, they’re
far from secure.

Milo!

And here's the kicker: You never know who’s trying to |
get into your accounts. Your neighbor could be a hacker, |
or that friendly co-worker could be a private

investigator or worse, an undercover cop.

And using a password like “ErikBrown!” because it

matches your email (erik.brown@gmail.com) ...still not

good enough. You're practically handing hackers and
creeps a giant sign that says,

"Please, access all my
data and spread malware."

Here’s the deal: Your password should be at least 12
chafgctEZS'loag and include a mix of upper and lowercase
letters, numbers, and symbols. Do not include your
birthdate, name, or any other identifiable features. The
key is randomness or entropy. The more random and
meaningless your password is, the harder it is to crack.

To help with memorization, try using:

- A lyric from your favorite song or a line from
a poem

- A memorable quote from a movie or speech

- An abbreviation of your favorite sentence

(e.g., I love Chocolate Chip Ice cream =
ILCCIC)
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I want you to open your iPhone and go to Settings.
Scroll down and tap Privacy & Security. Select
Location Services. Scroll to the bottom of the page
and tap System Services. Select Significant Locations.
You will be asked to enter your iPhone passcode. Once
entered, you should see a summary of all the places
you've visited. This summary shows how many movement
records your device has collected and the time frame.

Recent records even display a map of your exact
locations even if you didn’t use Apple Maps!

Terminal 1

, Home

Apple explains that this feature is meant to help your
iPhone learn more about your travels to provide
predictive traffic directions and photo memories with

locations®.

1f this scares you, tap Clear History and then disable = ——
Significant Locations at the top of the page. ;
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M Now, moving on to applications. Every time you open an
app, you're bombarded with little pop-ups asking for
permission to track your location. Most of us mindlessly Joles
tap ‘Allow’ because we're in a hurry to use the app’. (M)Art

This is like letting a facialist apply unknown
substances to your skin without asking what's in them.

But _here's the thing: Apple’s pre-installed apps ask for e Mo
Sai | location permission during device setup when you're
eager to start using your new iPhone and will blindly
agree. I know for myself, I was so excited that I didn’'t
read ANYTHING and accepted EVERYTHING. I don’t remember
3mies. | giving my camera, Messages, or the App Store access to
my location.but it was on. e

Fiy intg Let’s check your location settings and make some
&

orLonf | changes.
withou S
with a GPS.

~ The Avalon Hotel'
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The Farmer’s Daughter Hotel
115 South Fairfax Avenue
323-937-3930 _

Instructions

Open Settings and tap Privacy & Security.
2. Select Location Services.
3. Scroll through the apps using your location. Apple’s Calendar,

Camera, App Store, Find My, Photos, Voice Memos, Weather,
and Safari are likely tracking you.

4. Ask yourself: which apps ACTUALLY need your location?
Hint: Only Weather, Maps, and Find My truly need your
location. The rest? They're just nosy!

5. Change location access to “Never” for most apps and set the ;
required apps to “While Using the App”.




Just as exfoliation removes dead skin cells from your
face, controlling your Siri settings removes unwanted
voice data collection from your phone.

Think of Siri as that persistent layer of dead skin
cells that builds up over time unless you scrub it away

every day.

"Hey Siri, what are you doing with my voice recordings?"
This is a question most of us never think to ask, but

perhaps we should. Siri is always listening, waiting to
hear those magic words that activate her.

But what happens to all those recordings of your voice?

For years, Apple contractors manually reviewed Siri
recordings to improve the service'. Apple contractors
reported hearing sensitive information like drug deals,
medical conversations, and intimate moments between
people’. These recordings are from iPhone users
accidentally triggering Siri‘...which seems to happen A
LOT.

You should be asking yourself if you need Siri at all.
If yes, I encourage you to at least perform a voice

exfoliation: 7 -~
Instructions

6. Open Settings and tap Privacy & Security.

7. Scroll down and select Analytics & Vlmprovements.

- 8. Turn off Improve Siri & Dictation to prevent Apple from
storing and reviewing your audio.
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9. Go back to settings and select Siri and Search.

10. Choose only one activation method (either Listen for Hey Siri
OR Press Side Button for Siri) to reduce your chances of
accidental triggers.

"199J8 SUIYIOOWS B 10 sauj]
SUT JO YOO 8Y) SSZIWIIUTWI UOTIO®

-readde 121y8uq ¢
20} oA uoneipAy oy 100

A et e

———

11. Turn off Allow Siri When Locked.
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L w Cclicking the switch.
;)
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Have you ever felt a cyst deep under your skin that you}
couldn't see or pop? Well.. that’s Bluetooth. Its risks
are hidden from view, but deep down it's secretly
exposing your data in ways you cannot control (aka you
cannot pop it).

Like most, I bet that you probably leave your Bluetooth
on all the time.

Why wouldn’t you? It's convenient for connecting to your
car, headphones, or smartwatch.

But did you know that when your Bluetooth is on, you are
exposed to several security threats:

- BlueJacking: someone sends you unsolicited messages. It is usually
harmless but can be annoying™.

- BlueSnarfing: someone accesses your iPhone through Bluetooth without
your permission™. This allows them to steal personal data, like contacts
messages, calendars, or even files™. You are more vulnerable to this if
you don't have a lock screen passcode or a weak passcodel!

-  BluePrinting: someone gathering information about your iPhone through
its Bluetooth address to gain unauthorized access™.

’

You probably want to turn off your Bluetooth now, am I
right? Well here's the kicker: even if you turn off
Bluetooth, Apple will turn it back on!

This is due to the Control Center’s deception. I can
guarantee that we’ve all swiped down on our iPhone
screen to turn off and on Bluetooth or even wifi, data,
flashlight, and so forth. However, turning off Bluetooth
using this method actually doesn’t work at all. When you
click Bluetooth off, you’re temporarily disconnecting
from devices?. At 5 AM the next morning, your iPhone
will quietly reactivate Bluetooth without your
knowledge®.

- Appl
ﬁ ttps://support.apple.com - guide - mac-help - bith1008  §

Y Turn Bluetooth on or off on Mac




So why is Apple so desperate to keep vour Bluetooth
active? The answer lies in their proprietary tracking

system: iBeacon.

These small, invisible transmitters are put everywhere
(stores, airports, stadiums, etc.), constantly searching
for Bluetooth signals from your iPhone®. When your iPhone
detects an iBeacon, it notifies apps with location
permissions about your precise location regardless of
whether these apps are running or not?.

Every step you take in an iBeacon-enabled area generates
data that helps Apple and other retailers understand you

and your purchase behaviour®.

SUPER INVASIVE.Let’s turn it off. wmy,

Instructions

12. Open Settings, tap Bluetooth and switch it off.

Considerations:

13. Check this setting after every iOS update and this will reset
preferences’.

14. ltis ok to use Bluetooth but make sure to switch it off in
settings, not the control center.

15. Consider using Airplane Mode in sensitive locations where
you don't want to be tracked.

)




~ The Moisture Barncr

'Look up at the clouds. They seem so free, floatlng 5
the open sky. But Apple's cloud? Not so much.iCloud \\
may seem airy and harmless, but that lightness masks

| real risks'.

After the cleansing and extraction phases of a facial,
a good esthetician applies a moisture barrier to
protect your freshly treated skin. Similarly, after
cleaning up your iPhone's privacy settings, you need

to establish proper iCloud settings to create a 5
protective barrier around your data.

When you use iCloud, your photos, messages, notes,

contacts, and backups are stored on Apple's servers?. g
This is convenient because you can access everything gi
from any device. However, this convenience means

losing partial control over your data®. Until recently, ‘
Apple held the encryption keys to this data. They

could access it at free will and so could anyone with

legal authority to make Apple hand it over?. 4

In 2023, Apple introduced “Advanced Data Protection”
which applies end-to-end encryption to more iCloud
data'. Sounds great, right? But there's a catch:

= It's opt-in, not automatic: Apple doesn't alert you to this feature é
with notifications?. ;

= Not everyone can use it: Older Apple devices aren't compatible: .

> Not all data is protected: Your contacts, calendar, and iCloud email
remain unencrypted®.

While “Advanced Data Protection” isn't perfect, it
still provides significantly more protection than the i

default settings. Let's turn it on (if your phone is

compa‘rlble y )

Go to Settings and tap your name. skin rears its ugly.
.ttHSloUon be you
soothing formula r
hamide, panthenol
ores your skin’s mc
seven days for a h
visage. What's mor |
P it on your bodly fc !
<in-savifng benefis

Select iCloud.

Scroll down and tap Advanced Data Protection.

Click Turn On Advanced Data Protection.

Go through the steps. It does take a few minutes so be
prepared.
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Ackivity: 1Cloud Sensitivity Seale

Rate how sensitive each type of data is from 1 (share
freely) to 5 (ultra private):

Photos
Notes
Health
Messages
Contacts
Safari
Mail
Calendar
Wallet

L2 2 20 20 0 A a2

Now that you've rated your data sensitivity, let's
review what's actually in your iCloud.

Instructions

Go to Settings and tap your name.

Select iCloud.

Tap Apps Using iCloud. Does your iCloud usage match your
sensitivity ratings? For any items you rated 4-5, consider

turning them off.

4 ' S S = - - -
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Just like regular skin care maintains the health of
your complexion, regular privacy check-ups protect
your online life from unwanted surveillance and data
collection. Take control today by implementing the
advice presented in this zine, and make sure to review
these settings following each iOS update.
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