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introduction

The information superhighway, or “inter-Net”, is a global networlk of
' computers for file-sharing and other communications. it is the public-facing
successor to the U.S. Department of Defense’s ARPANET, which faciiitated the
rapid sharing of information for defence contractors and academics. The Internetis
not a single platform, but rather, a series of discrete services and “pages” that

construct a global community.

My earliest memory of the internet is using my family’s Compaq Presario,
a PC running Windows 95 with a dial-up connection. At the time, a computer lived in
its own room, separate from our daily lives. The only websites | knew about were
the official Lego page and some Zelda fan art sites. Though the internet felt like a
| relatively frivolous platform, these early websites would often contain malicious
files and other hazards. A common expression was “don’t download anything”.

The modern web bears little resemblance to the email forwards, Flash
| games, and BBSs of yesteryear. For one thing, we can never fully “log off”. The
internet is a daily necessity in modern life, required for job-hunting, education,
healthcare, and hamburger delivery apps. Our lives are increasingly lived “online”,
' and thus, the stakes of digital security are higher than ever.

SN

Though modern PCs and smartphones are relatively well-equipped to
| prevent basic malware attacks, there are newer concerns related to social
engineering: doxing, online harassment, phishing, surveillance, and others. I can
confidently say that the internet is far more dangerous place than it was for a young
Nathan playing Lego games in the late-90’s. i

In writing this zine, my desire is to produce a document that will someday
become obsolete, once lawmakers and tech companies address the structural
issues that cause harm to the world’s most vuinerable populations. Unfortunately,
that day feels very far away, though | remain hopeful that a better world is always
possible. Until then, let’s look out for each other. Stay safe out there.

i
-Nathan Powell, McMaster University, 2025
MA Program in Communication and New Media
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Data Autonomy

Data Autonomy refers to a user’s control and ownership of their
data. The myriad web platforms available today have radically different
approaches in this regard: Amazon, for example, operates a web portai
for law enforcement to download audiolvideo recordings from inside
users’ homes [1]. In asserting your data autonomy, itis important to
consider the specific practices of any companies storing your data.

Cloud Storage

A growing number of consumer-facing technology products
incorporate “cloud” functionality in some way. This offers several
benefits, as your data is theoretically safe from localized disasters, like
fiooding or hard drive crashes. It also enables users to access their files
from any geographical location.

As a marketing metaphor, “cloud” implies an immaterial, distant
object that hovers in the sky. However, these cloud services exist in
physical locations, often spreading user data across multiple continents
to save a few bucks. The cloud is just someone else’s computer [leith

data stored on the same 3.5” hard drives as a standard PC.

Safety

This zine aims to instruct you, the reader, on
the best available practices for managing one’s files
and information. However, the dangers of hacking and
social engineering are becoming more sophisticated
every day, and there is ng guaranteed method of
staying safe online. As well, it is cccasionally oulside
of your own control. If your co-worker falls victim to a
phishing scam, for example, this might conpromise
your data in addition to theirs. Even the mout cautious
among us are susceptible to data breaches.




File Encryption FAQ

“What does file encryption do?”

Encryption takes ordinary, readable information and converts #t
o gibts&rish{}] .~ This conversion requires the use of an encryption
key, a password that allows users 10 both encrypt and decrypt (ie.
recover) the data. Much like your internet accounts have passwords, file
encryption allows users o “log in” to access private data, such as
docwments and images.

“lan’t this just for hackers and criminals?”

Encryption is completely legal, and is currently used in many
aspects of averyday lite. For example, Biu Ray Dises and Netflix streams
both use encryption o engure that media is only viewed with approved
mﬂmrm 80 W can’t watch Anchorman 2 without using ancrypﬁm in

| maway U‘”

. ?ﬁgm@a} mnmg;m of encryption are perhaps unwarranted,
but worth considering. People on the bus might ook at you weird i you
start talking about 256-bit encryption keys. Someone might offer you a tin-
foil hat. However, if you're reading this guide, then you probably have a

~ general feeling that privacy is important.

. Ag well, thare are other groups wi may wish o aar;ese
¢ malicious reasons, such as harassmant and statking.

ﬂ;g most “mxmt" circum-stames. a PC might contain scanned tax
Mmmnw or employment contracts, which m&a’f&x sensitive informatiom
Keapf%ng your filos safe is afways a wormwiﬁi&a&deavour



Cafﬁparison of Operating Systems

The available operating systems vary wildly in their security features, and
as a result, no individual OS is “the safest”. In the chart below, | have compited
some of the OS-specific features as they relate to the topics of this guide.

Also, while | have your attention, | must point out the horrible choice
by Microsoft to paywall their encryption functionality in Windows 10 and 11,
it's an unfathomably bad move.

Windows | macOS | i0S/iPadOS | Android | Chrome OS
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Should You Use ‘Virus Scanner?

sas: Bl ssemon A2 08

Windows 10/11

All modern Windows systems include Windows Defender, a free
antivirus suite maintained by Microsoft, which earned a “nearly
perfect rating” [5] from the AV-Test Institute in 2019.

Microsoft has been commended by security researchers for their
fast response to reported bugs and exploits. [6]

However, Windows has greater compatibility with legacy
software (relative to macOS), which potentially makes modern
PCs susceptible to decades-old vulnerabilities. [7]

macOS

Throughout the 2000’s and early 2010’s, Apple claimed that their
computers “don’t get PC viruses” [8].

They dropped this claim in 2012, following an increase in Mac-
specific malware and the vulnerabilities of Bootcamp partitions
(ie. Windows on Mac). [8]

Following the release of macOS Catalina (2009), Apple increased
their restrictions on third-party software, requiring apps to
sandbox their access to OS permissions and files [7].

Modern macOS installations run a daily check for malicious
software, using Apple’s “XProtect” database [9].

Moblle (Android/iOS/iPadOS)

Due to the sandboxed nature of Apple’s mobile platforms, there
is no practical method for third-party antivirus apps to scan for
malware.

Wired has called Android AV apps “garbage”, due to the influx of
fake antivirus software on the Google Play store [10].

The best defence against mobile viruses is to keep your software
up-to-date, as annoying as that sounds.

Conclusion:

Modern versions of both Windows and macOS offer sufficient

built-in protections against malware. However, it is always possible for
users to manually install trojans and other bad software. Do a quick
Google search before installing any mysterious apps.



Ad Blocking

Some of the advice in this guide is situational, such as the use of a VPN,
Other subjects, however, are more clear-cut, such as the potential threat of scams
in online advertising.

i don't eare it this means your favourite YouTuber losas out on ad revenue,
in my experience, you get around 0.7 cents per view anyway. Thisis a smoalt price to
pay for exira security, considering the risks.

is it. Really.

Yeou woir't often see me enthusiastically quote a state surveillance body,
particularly an American one, but here we are anyway, in 2022, the FBI encouraged
the use of ad blockers in avolding scams and other malicious search results {(l] . For
example, some groups will advertise trojan software using sponsored search
placement, wiich means actual viruses can show up when a user is looking for
fegitimate software.

Some ad.

in the past few years, we've seen several ad blocking programs fall into
malicious hands, such as tracking/surveillance companies. Do some research
before installing » browser extension. Personally, | only ever recommend uBlock
Origin. s the ad bloeker so good, Google keeps trying to shut it down [,
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Be wary of VPN services that invest heavily
in sponsored content and influencers!

There are several activilies ﬁﬁat waé’ram the use of a VPN

»  Mide web activity from ISP and law enforcement
 Piracy! Downloading copywritten movies, television
shows, and software.
= Asui ! ttm American fibrary of Netflix content in
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 Based on an external auditby Deloitte, Private internet Access
does not keep logs of user activity {13] This protects users
ﬁ*om potential subpoenas from government agencias. | According
" to Wired, ProtonVPN does not keap logs either {3&{ ]
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Likely the most commonly-understood form of
malware, trojan horses (“trojans”) are standard
computer programs that run malicious tasks { 15 Y.
Trojans may disguise themselves through misleading
file names, such as “linkin_park_numb.exe”, and infect
the host computer upon running.

Best defence: don’t run any executable
software without verifying its source, such as the
website from which it was downloaded. Do a quick
Google search of the file name before opening.

Viruses are malicious computer code which
infect legitimate software on the host machine. This _
form of malware spreads through MPS3 files, images, B s
and other documents I:; 5 7} Unlike trojans, viruses Wmm ’
cannot run on their own. . .

Best defence: keep your software up to date.
Modern productivity software and media players have
built-in safeguards against infected files, with their

- databases regularly updated to include new threats.

As the name suggests, worms are slightly
more animated than other forms of malware! Worms
will infect new computers by scanning local networks
in search of vulnerable machines { {57}

Wom&,s

Best defence: be mindful of the devices on
your network. All it takes is one outdated machine,
such as a legacy PC running older software, to infect a
whole network. Other risky devices include low-cost
“IPTV” boxes, particularly those sold under obscure
brand names for the purposes of media piracy.

 Beware of Phishing E~M£1il Scams




MyDoom (2004)

{

As the fastest-spreading virus of 2004, MyDoom infected machines
through malicious email attachments and Kazaa downloads. [16]
MyDoom’s network of infected computers launched a DDoS attack on
SCO, which brought their website offline for multiple weeks [16].

Though most viruses target as many computers as possible [17],
Stuxnet had a very precise goal: damaging the Natanz nuclear facility in
iran [18]. This malicious code marks the first major state-sy 'nsored
maiware atiack against another nation [18]. it is estimated ¢:atup to
100,000 computers may have been infectsd;hy Stuxnet at some point {171

CryptoLocker was the first major case of “ransomware”, a virus

which encrypts files and documents on target machines before

|

\ demanding money for the recovery key. Thankfully, the original group
behind CryptoLocker was shut down by cybersecurity firms, with the

500,000 keys made public [19]. However, ransomware remains a
o concern in daily life, as the City of Hamilton faced a ransomware

attack in 2024, causing over $7.4 million in damage [20].

1



Dangerous PDFs

smmemss | hate to be an alarmist, but there is

alarmed about,
bit scared. The

and the one that has caused
focused among us {21L
Put simply: a malicious PDF or app!

steal your browser cooki
ternet accounts and bypass use

your in

and two-factor authentication (!

become more

for web comp

much to be

d most of my days feeling a little
e exploit of our time,

and | spen
frightening new malwar
issues for even the most tech-
is “session hijacking”.

ication can

es, which altows hackers to access
rnames, passwords,
}. These attacks have

visible in recent years {21}, and are difficult

anies to detect and prevent.

What can you do?

1. Dow’tclick on any strange links
2. Sereen aft URLs before opening

b
10&
4
[

. your phone o any websiie.

Malicious emails, like those

containing session-hijacking
scams and dangerous PDFs,
often contain salacious subject
lines like “is this you?” and

“i remember you, do you
remember me?”.

They prey upon the

reader’s sense of curiosity.

Personally, I’'m relatively
immune to such appeals, as |
have zero interest in being
contacted. Hackers beware:

1 simply cannot be bothered.
The Powell method is, thus far,
undefeated.



How Safe is Cloud Storage?

Cloud storage is an appealing proposition: a user’s files are safe from
local disasters like hard-drive crashes and home flooding, and companies like
Backblaze offer “unlimited” storage plans for low monthly fees [22]. However, “the
cloud” is a nebulous and immaterial metaphor for what is, more accurately, a series
of high-performance computers located in server farms around the world [23]. »
Here are some general considerations regarding cloud storage.

Account Deletion

lnte?net accounts are terminated/deleted every day, and for a host of
reasons. Some platforms auto-delete accounts after a period of inactivity. Some
platforms are just evil; Apple once terminated the developer account of a game dev

who cﬁﬁgized Apple at a public event [24].

Service Changes

if you store all your personal files on the cloud, there’s always the risk of a
particular platform changing their pricing model. This was the case with Google
Photos, who lured in users with free, unlimited photo storage [25], only to reverse
that decision once their competitors went out of business. Be cautious of cloud

storage plans that are simply foo good to be true.
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The CLOUD Act {(and Canada) |

| The CLOUD Act is an American federal faw, enacted in 2018, that allows
. the American government to subpoena the data of U.S.-based companies,
| regardless of server locations. This mainly evolved from a dispute between

i Microsoft Ireland and the U.S. government [26].

Canadian citizens should be greatly concerned about this legislation,
given the presence of American technology companies in Canada, and our general
reliance on American corporations. Companies like Apple, Microsoft, Alphabet, and
Shopify, among many others, are legally required to give their data to U.S.
government agencies upon request.

Basically: the U.S. government can access the data of any
technology company that does any business within the United
States. The FBI could download your doorbell camera videos! 13
Be very, very careful about the data you share with
these companies!
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Password Management

Creating secure, complex passwords is m Enmemnt aspect of digital
safety. You're probably familiar with “password melers”, the ha!pfui graphics
through which websites tells you if & password is sufficiently complex. However,
these meters have unfortunately led to predictable patterns, wherein users often
place capital letiers at the start of a password and add symbols onto the end [’)_7]

Instead, | would argue that dedicated password managers are far betier
suited to generating secure passwords, as they produce totaily arbitrary
sequonces of numbers, letters, and other symbols. Here are some examples of
local software and onfine services for managing account passwords:

ApplOniine Recommendation: 1Password

1Password allows users to generate complex account
passwords, then synchronize them across multiple devices. They also
keep track of which sites have experienced data breaches and will nolify
users accordingly. The service costs $5 CAD for a basic, monthly pian,
which i slightly higher than some competing services. However, their
advanced client-side encryption makes for a compelling product.

Local Recommendation: KeePassXC

Rather than syncing vour passwords through a dedicated online
service, which often requires monthly subscription fees and significant
trust in third-party servers, KeePass is fully offline. It's free and open
source software, and the password database Is stored locally, as a
catabase ﬁlef } You can even syne the database with your other
devices !hrou existing cloud-storage oplions, if that’s your jam.
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Local Network Safety

»

By default, computers will communicate with one another on loeal networks.,

have a compromised machine that connects with the same router as everythi
else, it can cause issues for the enti

if you
ng

re network. Issues of ransomware, worms, and
data leaks abound. Here are some simple prevention strategies.
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® Keep all devices up-to-date

® Setcomplex login passwords on all
machines

® Usea VPN for any torrents, legal or
otherwise

# Update your Wi-Fi password on a
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Limitations of Security

16

ideally, this guide has outlined several important concepts
in data security, online privacy, and everyday computing.

it is my hope that readers of this zine will consider adding password
managers and VPNs to their regular lineup of softwars. Mowever, since this guide
provides general-purpose advice for those with an existing familiarity with personal
computing, these overall "best practices” will not suffice in extreme cases of

harassment and doxxing.
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Pierce et al. coined the term “differential vulnerabilities” in discussing the
effectiveness of cybersecurity toolkits, such as this one [29]. Basically: we are not
all equally vuinerable to the dangers of the modern web. As Zoe Quinn discusses in
Crash Override, even the most technically proficient among us can be
victimized by structural issues of the modern web [3p]. Online harassment is only
exacerbated by the intersection of marginalized identities, such as gender,
sexuality, race, and disability [29].

in discussing this zine’s issues of safety on the modern web, we must be
careful not to overemphasize the effectiveness of individual software tools or
browsing habits. The internet is a dangerous place, and all the world’s soclal iils
exist hers in some form. The previous mm provide important recommendations
for staying safelish} on the information superhighway, but they are not guaranteed.
As a result, one should not feel ashamed (or at fault) when their datais
compromised, whether by old-school hwﬁmﬁ or soocial engineering.

i
Additional Reading

Tyson, J. (2001, April 8). How Encryption Works. Howstuffworks.

hitps:ficomputer. howstuffworks.com/encryption.htmiprintable

In this detailed article, Tyson explains the mechanics of online
encryption, including SSL, hashing, and checksums. This article links
cryptography back to its earliest recorded days in analogue
communications, including ancient Spartan battles, It's important to
remember that encryption is not a new feature in the information age,
particularly when encryption-based software is chalienged by
government agencies.

Why I’'m Having Second Thoughts About The Wisdom Of The Cloud. (2011,
January 10). TechCrunch. https:iitechcrunch.com/2011/01/10/why-im-
having-second-thoughts-about-the-wisdom-of-the-cloud/

This article dates back to the earliest days of “cloud”
discourse, at a time when Google Wave was still operational. The
{unnamed) author notes several concerns relating to cloud computing
that remain relevant today: government surveillance, unreliable syncing
between devices (108 still doesn’t hifve a “gync” button), and the high

- stakes of storing tax/banking information online.

17
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Quick Reference Guide

Nope. Windows Defender is free, and macOS scanners are basically snake oil,
Which VPN should | use?
Protonor Private Internet Access, since neither company keeps logs of user data,

Are ad blockers unethical?

They're essential for safe web browsing, according to the FBI (13}
Use uBlock Origin.

Do | need a password manager?

They’re a good idea, especially with the dozens (hundreds?) of websites you might
use on a regular basis.

What's the best computer?

It’s a tie between the 2001 iMac G3 (Indigo), and the Commodore 64.

Created for:
CMSTMM 720: Data Cultures. Department
of Communication Studies and Media Arts. SCREEN

! Winter 2025. Dr. Andrea Zeffiro g
e i
' [ !
[ o
How to cite this zine: ; A heits,
Powell, Nathan. (2025). Staying Safe on the : g%'g:PY _
| Information Superhighway. Hamilton. M"—Bf DR'VES :

ard

i Fig. 2-1. Disk drfge'ﬁérsangemems an;,é their DOS names.



